€Y Routledge

g Taylor &Francis Group

Studies in Conflict & Terrorism

ISSN: 1057-610X (Print) 1521-0731 (Online) Journal homepage: http://www.tandfonline.com/loi/uter20

Assessing the Terrorist Threat: Impact of the
Group's Organizational Design?

Brecht Volders

To cite this article: Brecht Volders (2016) Assessing the Terrorist Threat: Impact of the
Group's Organizational Design?, Studies in Conflict & Terrorism, 39:2, 106-127, DOI:
10.1080/1057610X.2015.1092842

To link to this article: http://dx.doi.org/10.1080/1057610X.2015.1092842

@ Published online: 16 Oct 2015.

N
CJ/ Submit your article to this journal &

||I| Article views: 101

A
& View related articles '

P

(&) View Crossmark data &'

CrossMark

Full Terms & Conditions of access and use can be found at
http://www.tandfonline.com/action/journalinformation?journalCode=uter20

(Download by: [University of Nebraska, Lincoln] Date: 07 January 2016, At: 05:29 )



http://www.tandfonline.com/action/journalInformation?journalCode=uter20
http://www.tandfonline.com/loi/uter20
http://www.tandfonline.com/action/showCitFormats?doi=10.1080/1057610X.2015.1092842
http://dx.doi.org/10.1080/1057610X.2015.1092842
http://www.tandfonline.com/action/authorSubmission?journalCode=uter20&page=instructions
http://www.tandfonline.com/action/authorSubmission?journalCode=uter20&page=instructions
http://www.tandfonline.com/doi/mlt/10.1080/1057610X.2015.1092842
http://www.tandfonline.com/doi/mlt/10.1080/1057610X.2015.1092842
http://crossmark.crossref.org/dialog/?doi=10.1080/1057610X.2015.1092842&domain=pdf&date_stamp=2015-10-16
http://crossmark.crossref.org/dialog/?doi=10.1080/1057610X.2015.1092842&domain=pdf&date_stamp=2015-10-16

Downloaded by [University of Nebraska, Lincoln] at 05:29 07 January 2016

STUDIES IN CONFLICT & TERRORISM
2016, VOL. 39, NO. 2, 106-127
http://dx.doi.org/10.1080/1057610X.2015.1092842

Routledge

Taylor & Francis Group

39@31LN0Y

Assessing the Terrorist Threat: Impact of the Group's
Organizational Design?

Brecht Volders

Research Group on International Politics, Antwerp University, Antwerp, Belgium

ABSTRACT ARTICLE HISTORY
Each terrorist organization faces a critical tradeoff between effectively Received 16 April 2015
managing the organization’s violent behavior while remaining secure Accepted 7 September 2015
from counterterrorism efforts. Drawing on organization theory and

terrorism literature, this article develops theoretical linkages between

the organizational design of a terrorist group and this critical tradeoff.

It considers the impact of four key design parameters: membership,

operational space and time, formalization, and centralization. The first

two structural parameters construct the physical anatomy of a terrorist

organization. The latter two structuring parameters prescribe or restrict

the behavior within this organizational context. Net advantages by

means of rising structural design parameter values are increasingly

offset by the organizational strength and security vulnerabilities that

inherently follow from the rising structuring parameters.

What could be more important to the effective functioning of our organization than the design
of their structures? Yet what do we really know about such design?'

Henry Mintzberg—the godfather of organizational theory—opens his 1993 book on
designing effective organizations with this thought-provoking question. Focusing attention
to conventional organizations—from repair shops to automobile companies, police forces to
national governments—he describes five organizational ideal-types of design,” how they
function, and the conditions under which they are appropriately found. Defining the organi-
zational design as, “the sum total of the ways in which its labor is divided into distinct tasks
and then its coordination is achieved among these tasks,” Mintzberg demonstrates the
impact of the organizational design on the effective functioning of any organization.” It
shapes the internal harmony of the organization, as well as the basic consistency with the
group’s external environment. The design parameters are presented as levers that can be
pulled and knobs that can be turned to affect the division of labor and the coordination of
tasks in the organization.* Yet, terrorist organizations occupy a very limited place in the
organization literature. None of the groundbreaking texts explicitly cover this theme.” Orga-
nization studies have often neglected clandestine illegal organizations.®

Recently, however, there has been a reverse move within terrorism studies to adopt the
terrorist organization as the unit of analysis. This perspective is part of a tendency within
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terrorism studies to break away from treating terrorism as a problem sui generis. These
scholars ask the question, “of what is terrorism or the response to terrorism a case?”’ Like
regular organizations, terrorist groups face conventional organizational challenges. Terrorist
organizations are based on a division of labor, a decision-making structure, and rules and
policies. Roles, power, and responsibilities need to be effectively and efficiently assigned,
controlled and coordinated. The organizational design of a terrorist group is an essential var-
iable in this daunting task. This theoretical article adds to the small (but growing) line of
inquiry that applies established organization theory to terrorism.® To be precise, the article
considers the impact of four design parameters in any terrorist organization’s critical trade-
off between effectively managing the organization while remaining secure from counterter-
rorism efforts: the structural parameters membership and operational space and time, and
the structuring parameters formalization and centralization. These design parameters will
impact the effective functioning of any terrorist organization.

After placing the subject in the existing literature and elaborating on an effective organiza-
tion, the remainder of this article will develop explorative theoretical linkages between the
organizational design of a terrorist organization and a terrorist organization’s critical trade-
off. First, the article elaborates on the unique impact of the individual design parameters.
Second, attention is focused to the joint impact of these design parameters. This article aims
to better understand the inherent paradox that terrorist organizations face in producing an
effective violent output. Net advantages by means of rising structural design parameter val-
ues are increasingly offset by the organizational strength and security vulnerabilities that
inherently follow from the rising structuring parameters. While this article acknowledges
Ranstorp’s warning that disparate evidence should not be knitted together selectively to suit
the case without regard for the specific context,” it does aim to gauge the impact of terrorist
organization’s design parameters by means of empirical examples to enhance the tangibility
of this theoretical article.

Organizational Design Matters
A Terrorist Organization’s Effectiveness

Martha Crenshaw’s path-breaking work makes the analytical distinction between the collec-
tive rationality of a terrorist organization and the individual rationality of a terrorist."® An
individual terrorists’ rationality is not necessarily in line with the organizational objectives.
Max Abrahms, for instance, convincingly argued that individual terrorists are often social
solidarity seekers. He refers to research over a wide array of terrorist organizations—
including the Euskadi Ta Askatasuna (ETA), the Irish Republican Army (IRA), the Partito
Comunista Italiano (PCI), the Rote Armee Fraktion (RAF), and the Brigatte Rosse (RB)—
where terrorists testified that they joined the armed struggle to maintain social relations
rather than personal attachment to the organization’s goals.'' Yet, the particular act of ter-
rorism—whether motivated by personal believes or organizational goals—is most likely to
benefit the collective preferences and objectives of the terrorist organization. This
article starts from terrorist organizations as strategic actors. Contingent on the social envi-
ronment, the organization resorts to violence as a rational course of action to attain its col-
lective preferences and objectives.'” Analyzing their effectiveness in achieving these
collective objectives can lead to significant implications for threat assessments and
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counterterrorism efforts. Yet, therefore it is first necessary to clarify how to define a terrorist
organization’s effectiveness?

Popular wisdom dictates that the primary criteria to define effective acts of terrorism is
the number of casualties. Yet, any attack should be framed in a terrorist organization’s delib-
erate strategy to advance its end."> Effectiveness is a multilayered concept. Competence
across all levels of the “taxonomy of strategy” is required to categorize an act of terrorism as
successful.'* The highest level is the strategic tier. It consists of a plan— namely the resort to
violence—to achieve their organizational goals. These objectives can evolve over time,'” and
are achieved at the lowest level, the tactical level. This refers to each particular act of terror-
ism— beheadings, armed assaults, kidnapping, or others—and their preparatory measures.
The tactical level is linked to the strategic level by means of the operational level. As Lonsdale
pointed out: “Conceptually, this level links tactical engagements together in the overall ter-
rorist strategy. Materially, we can think in terms of a geographic area within which forces
are moved.”'® An tactical success might lead to (long-term) strategic success, but may also
result in negative strategic consequences. It can, for instance, lead to declining support by
the organization’s constituency. In addition, it is important to remember that the qualifica-
tion of effectiveness is subjectively interpretable. The standard of success can be set at differ-
ent bars by different actors. It may not come as a surprise, then, that assessments on the
effectiveness of terrorist organizations vary widely."”

Most problematic, however, is that a majority of the threat assessments adopt a unitary
approach focusing on the terrorist organization’s strategic political objectives. This “system-
atically disregards key causes, mechanisms, effects, and perceptions of non-state violence.”"®
Indeed, terrorist organizations have two types of collective objectives: (1) On the one hand,
there are the strategic political objectives of terrorist organizations. For instance, the ETA
sought more territorial independence for the Basque country, the Islamic State (IS) installed
a Caliphate and aims to consolidate and extend their Islamic reign, the IRA pursued more
autonomy for Northern Ireland, and Aum Shinrikyo aimed to destabilize the Japanese gov-
ernment. (2) On the other hand, terrorist organizations pursue organizational objectives. No
organization can be effective if it cannot endure.'” Any organization wants to maximize its
strengths and ensure its survival—also as a means to achieve their strategic political objec-
tives.”” Management, effective allocation, and maximization of resources are of essential
instrumental importance.”’ The well-thought-out beheadings by IS, for instance, are partly
intent to recruit jihadists through propaganda by the deed.”* Moreover, referring to an
everyday example, terrorist organizations constantly face the need to train and pass on
knowledge, such as operational skills and techniques. The book The Management of Sav-
agery is a prime example of the dual nature of the effectiveness of terrorist organizations: the
Islamist strategist Abu Bakr Naji contemplates the “path for establishing an Islamic State”—
which refers to the strategic political goals of the organization—and the “mastery of the art
of management”—which refers to the organizational strength and survival of the organiza-
tion—for Al Qaeda and other jihadists.”>

The Role of the Organizational Design

In order to achieve both of these types of collective preferences and objectives, terrorist
groups need to organize the coordination and control over their members to effectively carry
out attacks. This inherently implies the need to overcome standard organizational issues,



Downloaded by [University of Nebraska, Lincoln] at 05:29 07 January 2016

STUDIES IN CONFLICT & TERRORISM 109

such as resource allocation, disciplinary procedures, recruitment dilemmas, adversarial com-
petition, and even bookkeeping requirements. The Harmony Program—which contextual-
izes the inner functioning of Al Qaeda and associated movements by means of captured
documents—illustrates these organizational challenges: a “lessons learned” document from
the armed Jihad in Syria articulates extensively, for instance, on, “the problem of confidenti-
ality and internal security,” “the problem of undisciplined out of control members,” and
“the problem of control and management in spread out organizations.”** Not surprisingly, a
number of recent terrorism studies apply established organization theories to terrorism in
an attempt to better explain, assess, and counter terrorism.?> Three of them stand out: (1)
Michael Kenney builds on theories of competitive adaptation to analyze the effectiveness of
Islamist extremist organizations. He convincingly argues that these organizations store
knowledge in practices and procedures, and subsequently select routines that produce satis-
factory results.*® (2) Eli Berman adopts a political economy approach to analyze the relation-
ship between terrorism and religious cults. He stresses the particular importance of
structures of incentives offered to the organization’s members to strengthen their resil-
ience.”” (3) Jacob Shapiro applies a principal-agent approach to compare Al Qaeda, nine-
teenth-century Russian revolutionary groups, and the IRA. As more implicitly
acknowledged by Kenney and Berman, Shapiro superbly demonstrates a major organiza-
tional challenge each terrorist organization has to face: how to retain operational effective-
ness and organizational control, while simultaneously securing the organization’s endurance
and survival? There is a critical tradeoff between the two types of collective objectives: terror-
ist organizations pursuing their collective objectives benefit by exercising command and con-
trol over their agents. Yet, the tools to coordinate and control violence create some measure
of operational vulnerability. Coordination, monitoring and sanctioning reduces the security
of the organization. Communication and internal links between members and leaders can be
exploited by counterterrorism efforts, thereby endangering the terrorist organization’s
strength and survival. Shapiro coins this critical tradeoff as “the terrorist dilemma.”®

While each author does an excellent job in elaborating on the specific dynamics and pro-
cesses of “the terrorist dilemma,” this article adds to this line of inquiry by pitching more
attention to a key underlying determinant of the nature and impact of this critical tradeoft:
the organizational design. “The terrorist dilemma” might be influenced by law enforcement
activity and organizational ideology. Yet, the organizational design shapes the configuration
of tasks and activities, and the way coordination is achieved among these tasks. It is the crux
in shaping the division of labor and the coordination of assignments. Following the organi-
zation theorists Campbell, Bownas, Peterson, and Dunnette, this article distinguishes
between structural and structuring design parameters. The structural design characteristics
refer to the material characteristics of a terrorist organization. Membership and operational
space and time construct the physical anatomy of a terrorist organization, and constitute a
foundation within which the organization functions. It defines the context in which behavior
occurs.”” The structuring design characteristics refer to the policies and activities within the
organization that prescribe or restrict the behavior of organization members. Formalization
and centralization shape the way that tasks and activities are communicated and coordi-
nated.’® Surprisingly, few earlier studies systematically explore the impact of these organiza-
tional design parameters. This might be explained by the fact that organizational design
cannot be treated as a fully exogenous independent variable. As mentioned, it is also depen-
dent on the social environment in which terrorist organizations operate and their particular
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organizational objectives. Moreover, the hybrid character of terrorist organizations often
thwarts clear analyses. Each terrorist organization’s design is unique and fluctuating over
time. No exact typology can be drawn up. This theoretical article tackles this inherent com-
plexity by treating the contingent parameters as given within a fixed timeframe. Drawing on
organizational design and terrorism literature, the article explores the ways that varying
design parameters values influence the nature and impact of the terrorist dilemma on the
effective functioning of a terrorist organization.

However, before developing these explorative theoretical linkages, it is necessary to define
the scope of the article. What is a terrorist organization? It is a daunting task to properly
describe the properties and boundaries of a terrorist organization.’® The hierarchical and
network perspectives are often used to distinguish between various types of organization.
Yet, various alternatives are possible. For instance, Mishal and Rosenthal suggest a dune
organization,”” Jackson distinguishes between groups, networks, and movements,” and Kil-
berg differentiates between market, all-channel, hub-spoke, or bureaucracy types of terrorist
organizations.>* There is a wide variety of terrorist organizations, and typologies. In order to
assess how design parameters influence the impact of the terrorist dilemma on the terrorist
organization’s effective functioning, it is hence suitable to focus on organization rather than
organizations.” A minimal level of organization is necessary. Jones and Libicki define a ter-
rorist organization as “a collection of individuals belonging to a non-state entity that uses
terrorism to achieve its objectives. Such an entity has at least some command and control
apparatus that, no matter how loose or flexible, provides an overall organizational frame-
work and general strategic direction.”*® The command and control apparatus lies at the core
of the security dilemma: organization and coordination inherently imply security considera-
tions for the terrorist organization. Thus, the scope of this article is limited to a terrorist
entity making use of at least some command and control apparatus. This most often concurs
with prolonged terrorist campaigns by an organization. Yet, brief terrorist campaigns, or
even complex singular attacks might be attributed to organized terrorist groups as well.
Lone-wolfs—in the strict meaning of the concept—or various uncoordinated attacks, on the
other hand, do not fall within the scope of the article.

Strategic Success versus Organizational Security

An effective terrorist organization needs to master the critical tradeoft between executing
successful terrorist attacks on the taxonomy of strategy, while simultaneously remaining
strong and secure vis-a-vis competitors and state actors.”” Terrorist organizations operate in
an hostile environment. Their illegal character implies that they need to rely on stealth and
secrecy to complete their missions.>® Yet, this often contradicts the tools to control and coor-
dinate acts of terrorism. Risks to the effective functioning of a terrorist organization can
materialize in two ways: (1) Various communication and coordination mechanisms to orga-
nize successful terrorist engagements entail significant direct vulnerabilities: wireless as well
as material communication modes can be intercepted and interfered with from a distance;
personal electronic devices (e.g., cell phones) can be intercepted or used for finger prints;
mobile computing can lead to loss of critical data and operational compromise; Internet
access facilitates bidirectional access; standardized routines, rules, and procedures may
define patterns that law enforcement agencies and intelligence services can exploit; and so
on.”” These weaknesses can lead to tactical, operational, and strategic failures by the terrorist
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organization, thereby endangering the organization’s strength and survival. (2) Lacking
communication and coordination tools—due to security considerations by the terrorist orga-
nization—increase the risk that tactical engagements do not fit the strategic goals of the ter-
rorist organization, or are badly executed. Control over members diminishes. This can lead
to individual terrorists using too much violence, too little, or attacking the wrong target,
thereby damaging the strategic success and operational strength and security of the organiza-
tion: Shapiro mentions the 1998 Real IRA (RIRA) bombing in Omagh, Northern Ireland.
This tactical engagement killed twenty-nine people. However, the indiscriminate attack
aroused intense public outrage at the RIRA, and discredited Republic opposition against the
Good Friday Agreement. Support for the RIRA withered, and following the bombing, the
group conducted only three attacks from 2003 to 2008.*° Loss of popular support and the
likelihood of defections reduces the organization’s strategic political impact while simulta-
neously increasing opportunities for law enforcement agencies to compromise tactical and
operational engagements, and weaken the organization as such.

The nature and impact of this dilemma is directly shaped by the organizational design of
a terrorist organization. Yet, how exactly do the design parameters have an impact on the
effective functioning of a terrorist organization? Building on organizational theory and ter-
rorism literature, the article identifies two structural parameters—membership, and opera-
tional space and time—and two structuring parameters—formalization and centralization.
The structural parameters shape the framework in which the terrorist organization needs to
function. As mentioned, it defines the context within which their behavior occurs.*' The
structuring parameters refer to the policies and activities that restrict or prescribe the behav-
ior within that organizational context. These bring the terrorist dilemma actually to life.

Structural Parameters

Membership
Mintzberg discusses the design of individual membership positions in any organization. He
elaborates on the specialization of any position in question, and the training and indoctrina-
tion required by that job to function as an organization. Organization theory defines training
as, “the process by which job-related skills and knowledge are taught,” whereas indoctrina-
tion, “is the process by which organizational norms are acquired.”** A jobholder who does
not develop the necessary skills and attitude will decrease the effectiveness of the organiza-
tion.* Specialization and accountability by its members diminishes. Moreover, a third
dimension within this design parameters refers to the mere quantity of members—which
serve as the acting force of the organization. The dynamics caused by these three dimensions
are of particular importance for a clandestine terrorist organizations to function effectively.
Training and indoctrination drives operatives to successfully engage in complex terrorist
attacks or (prolonged) terrorist campaigns. It is beneficial to the organization’s strength and
survival, and facilitates the achievement of their strategic political objectives: riskful control,
command and coordination requirements over the organization’s members decline. Train-
ing and indoctrination increases the operational capability of terrorists, and reduces diverg-
ing preferences and uncertainty over what they should do given what they observe about the
world.** For instance, Aum Shinrikyo’s appealing apocalyptic narrative—and the charis-
matic nature of their leader Asahara Shoko—enabled them to recruit over 10,000 members.
This included a group of brilliant young scientists and engineers.*> Their specific skill set
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enabled the launch of seventeen known chemical and biological attacks between 1990 and
1995—with the 1995 Sarin attack as the most notorious example.*® This type of chemical
gas can only be produced by trained chemists. Moreover, these well-trained members
remained loyal to the organization’s cause throughout the entire weaponization process.*’
While the tactical and strategic political success of these chemical and biological attacks is
open to debate—it did not lead to mass casualties nor did it trigger a war between the United
States and Japan or topple the Japanese government—it is clear that high levels of training
and indoctrination would be necessary to successfully conclude such complex acts of terror-
ism in line with the organization’s strategic political goals. Yet, training and indoctrination
also matter to the successful achievement of less complex attacks and prolonged campaigns
of terror. Ranstorp indicated the importance of various Hezbollah training camps in the
Bekaa region in Lebanon. Fighters received advanced logistical and technical assistance con-
cerning infiltration techniques, explosives, and intelligence operations.*® Likewise, Assaf
Moghadam referred to the essential role of training and indoctrination for Palestinian sui-
cide terrorism during the Second Intifada.*” Furthermore, membership also impacts the suc-
cess of prolonged terrorist campaigns by means of its mere quantitative value. A high
number of individual terrorists enables the group to carry out multiple attacks, and moder-
ate defections or physical losses—be it at the senior level, the supporting staff, or the opera-
tional core.”® This is primarily—but not exclusively—relevant with respect to safeguarding
the organizational strength and survival. Al Qaeda is still able to carry out simultaneous ter-
rorist attacks on a regular basis because they have an active presence in more places than it
did on 11 September 2001.>" Their global jihad often benefits from “resources mobilized for
other purposes.”®* Thus, sufficient well-trained and indoctrinated members increase the like-
lihood of a terrorist organization achieving its organizational and strategic political objec-
tives. Tactical, operational, and strategic capability and control are positively influenced.

Yet, marginal returns of this design parameter diminish as the organization requires more
training and indoctrination and/or the organization grows larger. Organizational strength
and survival is threatened: providing better training and indoctrination also requires more
communication and coordination. For instance, Theohary and Rollins point to the Internet
and social media as an essential training and propaganda tool.” Yet, various plots have been
foiled due to the close monitoring of several jihadi websites. The Central Intelligence Agency
(CIA) is known to use “honey pots” websites to actively attract and detect existing and
potential jihadists. Each communication or coordination tool can be intercepted, thereby
putting pressure on the security of the organization. Considering the quantitative dimension
in this parameter, even despite high levels of training and indoctrination, a growing number
of members inherently complicates command and control over the group. It raises the possi-
bility that members are detected, that independent tactical actions fail, or that these actions
are not in alignment with the strategic expectations of the terrorist organization.”® This
hence leads to substantial vulnerabilities to the organizational strength and survival—
together with the possible negative consequences for the organization’s strategic political
objectives. The Fuerzas Armadas Revolucionarias de Colombia (FARC) members assassi-
nated nine hikers in Colombia’s Purace National Park in February 2000 without the prior
knowledge or consent of the organization’s leaders—pointing to a misfit between the tactical
and strategic level.”” The subsequent turmoil within the organization and their decreased
popular support reduced the organization’s operational capability and strengthened the like-
lihood of leaks, detections, or defections. It weakened the organization. Likewise,
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contemplating the survival of the organization, Aum Shinrikyo executed, tortured, or iso-
lated members who appeared to have moral qualms about the organization’s activities.”®
Abu Bakr Naji acknowledges another problem of growing numbers by stating that: “the
presence of spies may come with the expansion of the movement, especially when we mix
with the people in the societies of the regions which we manage.””” Although the point of
diminishing returns can be postponed by qualitative leaders, an increasing number of mem-
bers impedes clandestine groups from effectively keeping tabs on their activities.”® The bene-
fits associated with the growth of well-trained and indoctrinated members are increasingly
offset by managerial difficulties in effectively controlling the group and securing the terrorist
organization’s strength and survival. This is instrumental to terrorist organizations achieving
their political objectives.

Operational Space and Time

Organization theory indicates the importance of better understanding the relation between
organizations and their environment. Any organization must adapt and develop appropriate
responses to the tactical, operational, and strategic environment in which they operate.
Going beyond principles of internal design of the organization, Morgan argues that “man-
agement must be concerned, above all, with good fits (with their environment).”” Adopting
this to terrorist organizations, these groups need to cope with the difficult task to operate in
a hostile environment. Terrorist organizations typically face counterterrorism pressures that
limit their activities in areas of operations.’” In order to function effectively, they require a
minimal level of operational space and time. This refers to “ungoverned, under-governed, or
ill-governed physical areas where terrorists are able to organize, plan, raise funds, communi-
cate, recruit, train, transit, and operate in relative security because of inadequate governance
capacity, political will, or both.”®"

Increased operational space and time enables terrorist organizations to carry out more
complex or longer terrorist campaigns. Relative security benefits the strength and survival of
the organization, and subsequently facilitates the achievement of strategic political objec-
tives. By withstanding hostile counterterrorism efforts, the organization can permit recovery
from disruptions and hide from mounting pressure, and maintain and dictate the pace of
operations.”> Command and control over the individual members is more easily executed.
Direct face-to-face interaction facilitates a degree of trust, and reduces security risks.®> Given
the 58 groups officially designated as a foreign terrorist organization by the United States, at
least 39 of them enjoy one or more safe havens. Hezbollah, the Haqqani network, Lashkar-
e-Taiba, and Al Qaeda in the Islamic Maghreb—some of the most capable and resilient ter-
rorist organizations—are known to have established sanctuaries. Their effectiveness is not
only about their ideology, size, or goals.64 Likewise, the RAF and the FARC are two other
examples of terrorist organizations which relied extensively on safe havens to terrorize their
respective audience.®” Operational space and time enables the effective management of
resources while facing a hostile environment. It temporarily relieves the terrorist organiza-
tion from security considerations, thereby safeguarding the organizational strength and sur-
vival. Moreover, it enables their proficiency across each level of the strategy taxonomy,
which benefits both their organizational and strategic political goals.

Yet, each moment that terrorists actually organize, plan, raise, funds, recruit, train, transit,
and operate, provides an opportunity for law enforcement agencies to permeate their relative
security.®® Full-scale security throughout time is an illusion. Command and control by the
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terrorist organization cannot be perfect. A complex act of terrorism or prolonged terrorist
campaign requires more preparation and coordination, thereby putting higher demands to
the required quantity and quality of operational space and time. It therefore inherently
implies increased risks with respect to the possibility of leaks, defections, or detections. A
fragment of a letter of bin Laden to Shaykh Mahmud ('Atiyya Abdul Rahman) illustrates
their worries about relative security: “(Regarding the brothers in Waziristan). ... It is possi-
ble that they (the enemy) have photographed targeted homes. The brothers who can keep a
low profile and take the necessary precautions should stay, but move to new houses on a
cloudy day.”®” Likewise, the 9/11 plot included dozens of international trips and secret meet-
ings in Europe, the Middle-East and the United States.®® Detection of one of these trips could
have prevented the plot from succeeding. Khaled Sheikh Mohammed (KSM)—the master-
mind behind the 9/11 plot—also explicitly looked at demonstrable patience by the candidate
hijackers.”” As preparations extended well beyond a year, he knew that any moral qualm by
these candidates could lead to leaks or defections. A more modest operation would not have
these requirements. Moreover, a complex or large scale of operations also holds an increased
likelihood of accidents. The 1995 operation “Bojinka” was meant to—among other things—
blow up a dozen commercial airliners by means of nitroglycerin-based bombs.”® The plot
progressed a great deal but was uncovered when they made a mistake while mixing a batch
of explosives in their apartment. The following fire drew the attention of the Philippines
authorities, thereby preventing the plot.”* The possibility to permeate the relative security of
a terrorist organization is to a large extent dependent on the government’s political intent
and capability vis-a-vis individual terrorist groups.”” Yet, assuming active governmental
agencies, increasing demands to the required operational space and time by a terrorist orga-
nization inherently implies increasing opportunities for counterterrorism efforts to disrupt
the effective functioning of a terrorist organization. Their organizational strength and strate-
gic capability can be undermined by permeating the relative security of the group.

Thus, increasing membership and operational space and time benefit the organizational
strength and capability—and is therefore also advantageous to the organization’s strategic
political objectives. Yet, it puts stronger demands on the command, control, and coordina-
tion of the terrorist organization. This can compromise their effective functioning. The
structuring parameters refer to the policies and activities that actually restrict or prescribe
the behavior within this organizational context. Formalization and centralization bring the
terrorist dilemma actually into life.

Structuring Parameters

Formalization
Traditional organization theorists have defined formalization as, “the extent to which rules,
procedures, instructions and communications are written, and the degree to which roles are
explicitly defined.””* It prescribes, and ultimately predicts and controls, variable behavior of
the members of the organization. A strong level of formalization ensures clear and compel-
ling communication, well-defined roles and task allocations, and a well-developed monitor-
ing, control, and sanction mechanism.”* Preference divergence and uncertainty over the
suitable course of action are reduced.

Terrorist behavior can be regulated in three formal ways’>: (1) Behavioral formalization
by position. Specific conditions are attached to the job in question. For instance, Harmony
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documents clarify that the president of a terrorist military committee needs to possess, “a
suitable proportion of Islamic Law, work experience of no less than five years, complete mili-
tary operational experience in the battlefront and bases, and must not be less than thirty
years of age.”’® (2) Behavior formalization by work flow. Rather than a job description, spec-
ifications are being attached to the work in question. For instance, Al Qaeda in Iraq
employed so-called membership commitment forms. These were meant to remind the mem-
bers to their particular tasks.”” (3) Behavioral formalization by rules. General rules and con-
ditions are being issued. For instance, Al Qaeda made an employment contract with their
potential recruits. Besides rules about their adherence to eating Islamic Halal food and main-
taining physical fitness, this contract also dictates holiday arrangements, salaries and tickets,
and rewards and punishments.”® Shapiro notes that “groups as diverse as the RB, ETA, Aum
Shinrikyo, Fatah, and Al Qaeda, generate organizational minutiae and paperwork that, were
it not for their violent subject matter, could have come from any traditional organization.”
Terrorist organizations use these bureaucratic-type rules to deal with preference divergence
and the resulting internal conflict within an organization.” It regulates behavior and facili-
tates coordination.*® A strong level of formalization allows for institutional memory and
increased accountability. It moderates the impact of the absence of predictable relation-
ships.®’ The tactical, operational, and strategic command and control over an increased
number of members, and operational space and time, improves by means of formalization.
The production of effective violent output by the terrorist organization is more likely.

Yet, net advantages are curtailed by the inherent security problems related to strong levels
of formalization. Written communication, standardized routines and explicitly defined roles
are vulnerable targets for penetration by law enforcement agencies. Material and virtual
communication modes can be easily intercepted. Well-defined behavioral patterns are sus-
ceptible to detection. For instance, intelligence services noted that the pattern of Al Qaeda
activity indicating an attack had reached a crescendo before the 9/11 attacks. There were
more than forty intelligence articles in the President’s Daily Briefings from January 20 to
September 10 that related to bin Laden.*” Unfortunately, these security vulnerabilities were
not exploited by law enforcement efforts. The CIA did exploit these type of security weak-
nesses in the killing of Osama bin Laden. This came about after national security officials
zeroed in on bin Laden’s courier, known as the “Kuwaiti.” In an attempt to steer the organi-
zation and distribute communication to the local affiliates, bin Laden’s courier unwittingly
led them to the compound in Abbottabad.** Shapiro furthermore provides the example of
the French police who captured a large cache of ETA documents at the Sokoa chair, 5
November 1986. These documents sketched a clear picture of ETA’s internal organization.
Spanish and French police used these documents to conduct a series of damaging raids on
the organization.** These examples demonstrate that each instrument of formalization—
although it adds to the command and control over the organization—simultaneously implies
an organizational vulnerability. The organizational strength and survival is increasingly
being jeopardized. The burden of the terrorist dilemma emerges with rising levels of
formalization.

Centralization

Organization theorists define centralization as, “formal as well as informal measures with
respect to the locus of authority to make decisions affecting the organization, and re-enforce-
ment of these decision.”® Three uses of the term (de)centralization can be identified: (1)
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Vertical (de)centralization—which refers to the dispersal of formal power down the chain of
line authority. (2) Horizontal (de)centralization—which refers to the extent to which non-
managers (e.g., support services) control decision processes. (3) Geographical (de)centraliza-
tion—which refers to the physical dispersal of services. A strongly centralized organization
is the tightest means of rule-making and coordinating decision making. All decisions are
made by one person.®® This enables uncontested agenda-setting, a better flow of informa-
tion, enhanced command and control mechanisms, and increased work specialization. On
the other hand, a de-centralized structure can stimulate organizational flexibility and the
intrinsic motivation of members.

Similar benefits are applicable to terrorist organizations. Vertical, horizontal, and geo-
graphical centralization imply increased accountability (through command and control
mechanisms), enhanced flows of information, uncontested agenda-setting, and a stronger
likelihood of functional differentiation between different units. Reducing the number of
decision makers implies less distortion of goals and slippage, and a more clearly cut division
of competences. Control over a growing pool of members is easier. This results in more
effective scaling up or limiting of the violent output by the terrorist organization.®” It is no
coincidence that Al Qaeda, Hamas, Hezbollah, early Marxist factions as well as the RB all
initially chose for a centralized, hierarchical organization.*® A “lessons learned” document
about the armed jihad in Syria articulates that: “due to the lack of strategic planning; decen-
tralization became the mujahideen Achilles heel, each city managed its own battles with no
strategy or coordination with the other cities, they were unable to wage coordinated and
exhausting attacks on the enemy.”® Likewise, Heger, Jung, and Wong refer to the consolida-
tion and centralization of the ETA leadership as a significant variable leading to a rise in
their lethality in the late 1970s.”® Note, however, that decentralization might be more apt for
complex and innovative (tactical) terrorist attacks. Although a clear division of competences,
an enhanced information flow, and accountability remain important to ensure the strategic
effectiveness of an attack,”’ decentralization enables the organization—or its subunits—to
respond quickly to local conditions, and provide stimulus for individual motivation and
team-work; organization theorists agree that creative and intelligent people require room to
maneuver.”> The 1995 Sarin attack by Aum Shinrikyo, for instance, could have been far
more lethal. Their authoritarian and centralized management style did not allow for the use
of technical expertise existing outside the inner circle, and lacked a clear system of checks
and balances. Decision making was often based on the beliefs of its leaders (rather than
science).”

Yet, the advantages of centralization come at a price. While it does enable better manage-
ment of an increased number of members and operational space and time, close connections
and accountability amplify the negative impact of any leaks, defections or detections (which
are unavoidable). Penetration of the terrorist organization by law enforcement agencies can
reach deeper. This compromises their organizational strength and survival. The Provisional
Irish Republican Army’s (PIRA) vulnerability increased when they tightened their organiza-
tional centralization. PIRA volunteer Raymond Gilmour—a low-level driver for his cell—
became the ideal British informant due to his regular contacts with a wide range of PIRA
members throughout Derry, a country home to PIRA controlled areas. In contrast, when
loosening their centralization, they were able to recover from the capture of a high com-
mander of the Belfast Brigade—Gerry Adams—in about a week.”* Likewise, Aum Shinri-
kyo—a highly centralized group—received an organization-wide setback once their
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headquarters were raided after the 1995 Sarin attack.”® Decentralization, on the other hand,
creates the conditions for individual members to defy the will of the organization’s leaders.
Preference divergence and uncertainty over the correct plan of action might emerge. See, for
instance, the dispute between Zarqawi (Al Qaeda in Iraq) and Al Qaeda Core. An inter-
cepted letter by Al Qaeda’s spokesman Adam Gadahn strongly advocates for Al Qaeda to
dissociate itself from Al Qaeda in Iraq because of their bad tactics and targeting calculus.”®
While it could be opportune for terrorist innovation—by means of operational flexibility
and engagement—and survival of the organization, it does not necessarily lead to increased
strategic political success. In general, thus, the urgency of the terrorist dilemma increases
with growing levels of centralization.

The Joint Impact of the Organizational Design Parameters

The interesting question, obviously, is how these parameters coincide: How does the overall
organizational design shape the nature and impact of the terrorist dilemma on the effective
functioning of a terrorist organization? The final section of this article models the structural
and structuring parameters on the “strategic success versus organizational security” axes, as
illustrated by Figure 1. Before continuing, it is important to emphasize that the suggested
model is a highly stylized and simplified way to represent reality: (1) this article identified
two components within both the structural parameters (membership and operational space
and time) and structuring parameters (formalization and centralization). The model, how-
ever, treats these parameters as one. Despite the differential impact of each component, the
parameter values often go hand in hand. A large pool of well-trained and indoctrinated
members is often only possible with substantial operational space and time, and vice versa.
A strong level of formalization is often matched with a strong level of centralization, and
vice versa. Yet, this is doing injustice to the complexities of daily reality. For reasons of ana-
Iytical clarity, this article, however, does not account for smaller variations. (2) Terrorist
organizations’ design evolves over time, and they allocate their resources and activities

Strategically successful attacks

Quadrant 4 Quadrant 3

Organizational
Security vulnerabilities

v

Quadrant 1 Quadrant 2

Figure 1. The joint impact of the organizational design parameters.
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depending on the nature of its operational environment.”” Individual terrorist organizations
are a hybrid combination of the identified design parameters. The model merely represents
ideal-types of organizational designs. Yet, it does suggest a number of useful insights into
the growing line of inquiry that applies established organization theory to terrorism.

Quadrant 1 refers to a terrorist organization with both low structural parameters and low
structuring parameters. They have a minimal level of well-trained and strongly indoctrinated
members, and limited operational space and time. This type of organization is therefore less
appropriate for complex terrorist acts, or strategically successful prolonged terrorist cam-
paigns. Their tactical, operational and strategic capability—and the alignment between these
levels—is low. On the other hand, there are low levels of formalization and centralization.
Control and coordination is limited. This implies a low level of accountability, lacking func-
tional specialization, and potential preference divergence— thereby reducing the organiza-
tion’s capability to achieve its strategic political objectives even more.”® Yet, it also entails
the inherent low probability of the terrorist organization being compromised by counterter-
rorism efforts. Detection and penetration of the group is hard. The Animal Liberation Front
(ALF) is a good example of this type of terrorist organization. Membership is unofficial and
vague. Based on the RAND-MIPT terrorism incident database, their numbers are estimated
not to be more than a few dozen.” Individuals, or small groups, function more within a
broader ideological movement.'® They adopt a model of leaderless resistance. According to
their own guidelines, they recommend activists to “work anonymously, either in small
groups or individually, and do not have any centralized organization or coordination.”'""
Although they have been active since the 1970s—indicating their long organizational sur-
vival—their mainly non-lethal attacks can hardly be considered to be a strategic success:
their actions have led some companies to stop using animals for testing, and have made life
more difficult for the fur industry. This indicates their potential for tactical, and short-term
successes—depending on how high one sets the bar to perceive an action as successful. Yet,
their long-term strategic goal to “end all animal suffering by forcing animal abuse companies
out of business” is far from being achieved.'> Thus, this type of terrorist organization steers
clear of the terrorist dilemma: while avoiding security vulnerabilities, the chances that they
achieve their strategic policy objectives are rather small. Counterterrorism terrorism effort
should consign them a relative modest place in the range of threats posed by terrorist
organizations.

Quadrant 2 refers to a terrorist organization with low structural parameters, but increas-
ing structuring parameters. Their tactical, operational and strategic capability—and their
alignment—remains relatively low. Yet, rising formalization and centralization enables better
control over preference divergence, clear cut competences and goals, accountability, and spe-
cialization. It shapes improved conditions under which members can be recruited, trained,
and indoctrinated, and allows for better use of the available operational space and time. In
short, these more formal devices of structuring contribute to the successful transition of a
terrorist organization. Martha Crenshaw, for instance, refers to the decentralized organiza-
tional structure as one of the explanatory variables why extremist right-wing organizations
had often trouble with truly effective generational transition.'® The lack of centralization
(and formalization) hinders them to effectively organize. For instance, it complicates the
articulation of a clear vision of their goals, which could be handed down to their successors
(after arrest or elimination of the first generation). Cronin points to similar reasons for the
unsuccessful generational transition of terrorist groups such as the RB, the Baader-Meinhof
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group, and the Second of June movement.'”* Yet, these structuring parameters simulta-
neously cause emerging security deficiencies. As outlined throughout this article, detection
and defection becomes more likely. Thus, this type of terrorist organization is increasingly
facing the terrorist dilemma. More formalization and centralization— which would increase
the likelihood of achieving their strategic political objectives—leads to more threats to their
organizational strength and security. Counterterrorism efforts should exploit these security
deficiencies before the terrorist organization can evolve into a substantial threat.

Quadrant 3 refers to a terrorist organization with both high structural parameters and
structuring parameters. The group developed into a substantial strategic threat. Various
positions within the terrorist organization—be it at the senior level, the supporting staft, or
the operational core—are held by well-trained, indoctrinated individual terrorists, and the
group is able to make use of sufficient relative secure physical areas to prepare and coordi-
nate their attacks. In addition, these capabilities are amended by a high level of formalization
and centralization. Functional specialization, accountability, and institutional memory is
strengthened. Preference divergence and unclear task and competence allocation is reduced.
Thus, tactical, operational and strategic capability is high. Al Qaeda pre-9/11 is a prime
example of this type of organization. As Bruce Hoffman'*” wrote in a 2004 article in Studies
in Conflict and Terrorism, “on the eve of 9/11, Al Qaeda was a unitary organization, assum-
ing the dimensions of a lumbering bureaucracy.” While the tactical success of 9/11 is self-
explaining, it is hardly ever emphasized that it also was a perfect fit to Al Qaeda’s broader
20-year political strategy. Known as “the awakening,” this first phase of Al Qaeda’s broad
strategy—which lasted from 2000 to 2003—was precisely meant to provoke the United States
into declaring war on the Islamic world.'” A letter found after the raid in Abbottabad—
most likely written by bin Laden himself—explains Al Qaeda’s strategy of attrition: “To
break away from America’s hegemony, we need to involve America in a war of attrition. The
war must be enduring, however. The goal is to weaken America until it can no longer inter-
fere in Muslims affairs.”'’” However, Hoffman simultaneously identifies the inherent secu-
rity weaknesses of “that now-anachronistic version of Al-Qaeda.” He argues that “Al-Qaeda
had a clear, distinct center of gravity. ... That structure was not only extremely vulnerable to
the application of conventional military power, but played precisely to the American mili-
tary’s vast technological strengths.”'?® While governmental agencies could not prevent 9/11,
Al Qaeda was forced by counterterrorism efforts to stunningly transform from the more or
less unitary bureaucracy, to something more akin to an amorphous movement.'” Thus,
although posing a substantial threat, the urgent nature and direct impact of the terrorist
dilemma is a continuous, grave threat to the survival and power of the terrorist organization.
The burden of the terrorist dilemma is at its highest for terrorist organizations in this
quadrant.

Quadrant 4 refers to the ideal organizational design for any terrorist organization. Their
strong structural capacities enforce the organization’s tactical, operational, and strategic
capability and resources. Well-trained, indoctrinated members can carry out complex opera-
tions and/or prolonged terrorist campaigns in line with the group’s strategic political goals
and their organizational objectives. Meanwhile, formalization and centralization is minimal.
Security considerations are not as acute due to the little structuring tools to communicate
and coordinate their actions. Although this ideal terrorist organization is close to surmount-
ing the terrorist dilemma, it entails an inherent paradox. The lack of formal structuring devi-
ces implies reduced functional specialization, accountability and institutional memory. Thus,
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diverging preferences and uncertainty over what to do is inevitable (although well-trained
and indoctrinated members could moderate this to some extent). Their organizational
capacity and control is increasingly jeopardized. Al Qaeda’s contemporary organizational
design is arguably the most alike this type of organization. Hoffman convincingly argues
that they have a “deeper bench than has often been posited.”''° They can still replenish their
decimated ranks with individuals with “tremendous credibility.”''" Moreover, he warns that
the continued fragmentation of the jihadi movement “will raise difficulties in terms of iden-
tifying, tracking, anticipating, and predicting threats.”''> While Al Qaeda may have been
“out of sync” with its local affiliate organizations on some occasions, it is disturbing, “to map
the accuracy of Al Qaeda’s strategic trajectory dating™: After the “awakening-stage,” they
enervated the United States and the West in a series of prolonged overseas adventures,
expanded to new venues of operations, tried to exploit toppled apostate regimes, and now
aim to achieve the establishment of supra-national Islamic rule over large territorial grounds
in the Muslim world.""> A letter from—most likely—Osama bin Laden to the leader of Al
Qaeda in the Arabian Peninsula (captured after the 2011 Abbottabad raid) captures their
strategic plan: “the more we can conduct operations against America, the closer we get to
uniting our efforts to establish an Islamic State, God willing.”114 It remains to be seen, how-
ever, if Al Qaeda can overcome the inherent problems with reduced control and coordina-
tion mechanisms. Today’s strong rivalry between Al Qaeda and the Islamic State—in, for
instance, their competition for affiliations—and the lack of major attacks at Western soil,
seems to tentatively suggest they at least face some substantial problems.

Thus, to synthesize, assessing the organizational design parameters enables us to better
understand the nature and impact of the terrorist dilemma on the effective functioning of a
terrorist organization. Increasing structural parameters (membership and operational space
and time) constitute the organizational context in which terrorist organizations are more
appropriate to achieve their organizational and strategic political objectives. Yet, these grow-
ing structural parameters simultaneously put rising demands to the managerial control and
coordination over the organization, which is necessary to achieve effective violence (i.e., a
violent output that is beneficial to the organization’s strategic political objectives). The struc-
turing parameters—which provide the necessary means to control and coordinate the orga-
nization—however, inherently imply a threat to the organization’s strength and survival.
They lead to security vulnerabilities. The contradictory nature of the ideal terrorist organiza-
tion—with consists of strong structural parameters, and low structuring parameters— seems
to be the ultimate exponent of this effectiveness paradox that each terrorist organization
faces.

Conclusion

Looking into the way the organizational design shapes the nature and impact of the terrorist
dilemma is challenging. The organizational design cannot be treated as a fully exogenous
independent variable, and other variables can also influence the nature and impact of this
critical tradeoff between executing successful terrorist attacks while simultaneously remain-
ing secure and relevant: for example, their specific strategic political goals, how discriminate
a terrorist organization needs to be to achieve these goals, and/or the level of law enforce-
ment activity and counterterrorism efforts.'"”
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This does not, however, take away the role of the organizational design as a critical inde-
pendent variable in the way that terrorist organizations experience the terrorist dilemma.
The organizational design has been presented as, “levers that can be pulled and knobs that
can be turned to affect the division of labor and the coordination of tasks in the organiza-
tion.” Building on organizational theory and terrorism literature, this article identified the
structural parameters membership and operational space and time, and the structuring
parameters formalization and centralization. After elaborating on the unique and joint
impact of the individual design parameters, it became clear that structural parameters can
lead to strengthened tactical, operational, and strategic capability. Yet, the net advantages
are proportionally being curtailed by emerging strength and security risks. In order to effec-
tively control and coordinate increasing structural parameters, the terrorist organization will
need more structures of formalization and centralization. The security risks related to these
control and coordination tools bring the terrorist dilemma actually into life.

The exact values of the design parameters can provide guidelines for counterterrorism
strategies. It is clear that a one-size-fits-all policy will not work. Proactive, well-considered
counterterrorism efforts are necessary. First, a terrorist organization with low structural and
structuring parameters can be considered to be steering away from the terrorist dilemma.
These groups are less appropriate to achieve their strategic objectives. Counterterrorism
strategies should avoid any overreaction to this threat—even despite the occasional success-
ful tactical terrorist attack—as it can enable the terrorist organization to reduce preference
divergence and recruit more members. It is of paramount importance that measures that
reduce the incentives to participate in terrorism are emphasized in order to compromise the
survival of the organization. Some potential measures are: providing valid exit-options for
individual terrorists, holding back from any action which can align the terrorists’ preferen-
ces, and indicating the inutility of their terrorist actions for their strategic political goals.
Moreover, it is important to acknowledge that this type of organization will need to put in
more effort to prepare a (tactical) terrorist attack. The perpetrators carrying out the attack
lack the advantage of preexisting resources, information-sharing, functional specialization,
and clear mutual task-adjustment. Counterterrorism efforts should simultaneously focus on
these increased preparatory costs. Law enforcement agencies can, for instance, more actively
track people’s information searches, plant false information, and increase security awareness
around potential high-end targets."'® Second, increased structural and (hence) structuring
parameters lead to the rising urgency of the terrorist dilemma. While the aforementioned
counterterrorism efforts remain important, emphasis should go to exploiting the command
and control vulnerabilities of a terrorist organization. Deny them the organizational advan-
tages (pooled resources, information-sharing, specialization, etc.) enabled by stronger struc-
turing parameters. A few potential measures to undermine their organizational strength,
and hence also the likelihood that they achieve their strategic political goals, are: cracking
down on terrorist organization’s financial channels, deploying infiltrators in the terrorist
organization, pro-actively screening of terrorist activity, and battling the terrorist organiza-
tion’s relative secure areas. These measures can disrupt the effective functioning of the ter-
rorist organization. Third, organizations with increased structural parameters and low
structuring parameters seem to be close to surmount the terrorist dilemma. These groups—
which are unlikely to easily arise due to the inherent contradiction they face—pose the big-
gest challenge to counterterrorism efforts. While previously mentioned measures remain
important, it is important to address the tools that ensure the coherence of these groups
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(e.g., ideology can be addressed by counternarratives) when confronted by this type of orga-
nization. Moreover, it is important to exploit the lack of formalized and centralized control.
Install measures that create preference divergence and uncertainty over the course of action
that the members of these organizations should take.

However, for now, qualifications to these findings and policy recommendations should be
treated carefully. This theoretical article only used illustrative empirical examples. It needs to
be followed by actual tests about the organizational effectiveness of terrorist organizations,
and the impact of their organizational design. This unfortunately falls out of the scope and
purpose of this article. Yet, when being tested in future research, it needs to be clear what is
understood as an effective organization. Defining effectiveness based on the strategic success
of the organization’s violent output, or based on the survival of the organization, leads to
different conclusions. Valid empirical testing of this model needs to take into account both
perspectives in order to assess implications for threat assessments and effective counterter-
rorism efforts.
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